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Before installing "AppVault”, ensure you have a "File Manager” application and Google Authenticator installed on your device.
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If you have a “File Manager” application and Google Authenticator installed, skip to Step 2. If not, go to your Device App Marketplace

(e.g. Google Play Store) and search for a “File Manager” app. Select a “File Manager” application and install.

File Manager installation:
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Do the same and ensure Google Authenticator is installed:

Add cities

9:00

AUG ] WED

Play Store

Step 1:
Select “Play Store”.
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Both your “File Manager” application and “Google Authenticator" should now be installed:
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Before installing “AppVault”, temporarily enable apps to be installed from “unknown sources”. Go to “Settings” and search for
“Unknown Source”, which should appear in list of options. When found, turn on “Allow installation of apps from unknown sources”.

Step 2:
Step 1: ]
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< Unknown Security
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Alternatively, select "Security” and then find “Unknown Sources”.
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You should receive an email message from “Command Center” (if you cannot find the email in your inbox, be sure to check your spam
folder). Tap on the “Application Link":

Send Link to Download AppVault -

7 (@)
Android
Demo A
. e
20m More Details
Dear Demo,

| | In order to enroll your device to the Command

| | Center server, please click on the following link
to download the AppVault application.
Application link

Tech Support.
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After tapping on the link, your browser should automatically open a request to download an “.apk” file.

Send Link to Download AppVault - o
Android
Demo A
To:
Dear Demo,

In order to enroll your device to the Command
Center server, please click on the following link
to download the AppVault application.
Application link

Tech§ ort.

Step 1:
Tap on the “"Application Link”.

N

69.64.90.58 ]

Step 2:

Your Browser should automatically
open, and inject a URL associated with
your Command Center.

A This type of file can harm your X
device. Do you want to keep
MDMC.apk anyway?

Tap on the "OK" option.

B\
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Step 4:

You will then receive notice the
.apk file is downloaded.

MDMC.apk downloaded




If your browser does not automatically provide you with the option to download the .apk file, you may need to manually insert the
email hyperlink into your browser’s URL. To do so, tap-and-hold-down on the email hyperlink. Select the option “Copy link to
clipboard”.

Send Link to Download AppVault -
Android

Demo <}§.

. https://69.64.90.58/application
o MO COHaS /100474/MDMC.apk

Open link

Dear Demo,

. Share link
| | In order to enroll your device to the Command

| | Center server, please click on the following link | " .
to download the AppVault application. Capy finka clipboard

‘ Application link

| | Tech oort.
Step 2:
| Step 1: Select "Copy link to
clioboard.
Tap and hold down
on the hyperlink.
yp & i

N
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Then "Paste” the copied link into your browser’s URL, select search and commence the download process.

Search or type web addgess

L paste 3“‘1 § S [N

Step 3:

Paste the copied link into your
browser’s URL and then select
search.

4
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69.64.90.58 (1|
A This type of file can harm your X
device. Do you want to keep
MDMC.apk anyway?
Tap "OK".
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Step 5:

You will then receive notice the
.apk file is downloaded.

MDMC.apk downloaded




¢ Self-Signed Server Certificate Error Message

If your Command Center administrator has assigned a Self-Signed Server Certificate, you will receive an error message in your Browser
after tapping on the link in your email message.

Lin 4 = 9:00
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Send Link to Download AppVault -

O
Android
To: J
Your connec|  Step 2:
Dear Demo, Attackers mightbe § - |f your Command Center has a self-

nformation fom 89 gianed certificate, you will receive a

security warning message.

| | In order to enroll your device to the Command

| | Center server, please click on the following link passwords, messag

to download the AppVault application. more
; NET:ERR_CERT_AUTH
i o~ Tap on the “Advanced” option
| | Tech/ art. [ Automatically senl

and page content to B
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Tap on the hyperlink.
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A https//69.64.90.58 :

This server could not prove that it is 69.64.90.58;

t trusted by your

is may be caused
by a misconfiguration or an attacker intercepting

your connection

PROCEED TO 69.64.90.58 (UNSAFE)

Step 3:

Tap on the "Proceed To (your
command center IP)" option.

| ’

HIDE ADVANCED

69.64.90.58 0

Step 4:

Your Browser should open and
present you with the option to
download the .apk file.

Tap "Ok".
AN ,

device. Do you want to keep
MDMC.apk anyway?
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Step 5:

You will then receive notice the
.apk file is downloaded.

MDMC.apk downloaded




Step 4: AppVault Installation

Open your previously installed “File Manager” app and open the “Downloads” folder.

™.
®
7
~
®
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Step 1:

Open your previously
install File Manager app.

=  File Manager Q i }
Category = ‘
|

AUG ] WED

Authenticator

Documents Downloads Recent

Internal storage \

Step 2:

<
\‘L“\l

v

J'

Open the “Downloads”
folder.
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\ \

|
|

16



There should be a file called “AppVault.apk” or “"MDMC.apk”. Tap on the file and you will be asked to confirm installation through a
number of steps:

¥ onl v i 00 v 8 o0

= |Internal storage Q ¢ U App Vault U App Vault
) oo Do you want to install this application? It Do you want to install this application? It
Gl 2 root> sdcard > Download no will get access to: will get access to: :
V MDMC.apk access precise location (GPS and
V. 08/02/18 9:07 PM 39.01 MB @  draw over other apps network-based)
modify system settings
& record audio
G add or modify calendar events and
send email to guests without owners' R, directly call phone numbers
knowledge ® this may cost you money
i Step 1: read calendar events plus confidential read phone status and identity

information reroute outgoing calls

Tap on the .apk file to start the

n . take pictures and videos
| install brocess.

receive text messags-4aran
send and view SM
@ this may costy Step 3:

find accounts on the device
| ‘ modify your contacts

|
\
[
\
B read your text messages (SMS or MMS)
read your contacts

ify or delete tt  Tap “Install”.
[ 9 access approximate location (network- B {(mody/or deletet P

card
based) read the contents of'yoursu care (
access precise location (GPS and y
|
c | CANCEL  NEXT | CANCEL  INSTALL
Tap “Next".

| o | ~
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¥ & m 9200

U App Vault

Installing...

Step 4:

AppVault will start to install.

—

N

[ S EEESSRRSED " )

_ = W 9:00

U App Vault

App installed.

Step 5:

Once successfully installed,
tap on the "Done” button.

e

DONE OPEN

| I \
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View all applications on your phone and you will see AppVault is installed. Drag the AppVault app icon onto one of your preferred
screens.

([ e @ \ /[ a— ® \
00
Step 6:
View all apps and drag AppVault onto Add cities
one of your preferred screens. : QOO

Gmail Play Store Chrome AUG ] WED

Play Store

1M C o

App Vault Authenticator BlueMail

NG

Calculator Calendar Camera Chrome

©E €

App Vault

Clock Contacts Device Help Downloads

BT

ExpressVPN  File Manager

1 & ™ O
<
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Now you have installed “AppVault”, disable apps to be installed from “unknown sources”. Go to “Settings” and search for "Unknown
Source”, which should appear in list of options. When found, turn off “Allow installation of apps from unknown sources”.

Step 1:
@ Select “Settings”.

Add cities

9:00

AUG ] WED

Play Store

App Vault

Step 2:

Type in (search for)
“Unknown Sources”. ®

< Unknown

Results

ﬁ Unknown sources

Step 3:
Select “"Unknown sources”.

20

Security

Passwords
Make passwords visible
Device administration

Device administrators
View or deactivate device administrators

Unknown sources
Allow installation of apps from unknown
sources

Credential storage

Storage type Step 4:
Hardware-backed .
Deactivate (turn off)

Trusted credentia Unknown sources".

Display trusted CA c&, =
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Alternatively, select “Security” and then find “Unknown Sources”.

Step 1:
= Select “Settings”.

Settings =  Security
Add cities
: e ; - Memory Passwords
Q 2 O O g Avg 1.0 GB of 1.8 GB memory used
-~ Make passwords visible
AU IED % Users
=)
Play Store Signed in as White Device administration
Personal ‘ i -
Device administrators
: ‘ View or deactivate device administrators
Authenticator App Vault Location |
° ON / High accuracy
[ Unknown sources
Allow installation of apps from unknown
< sources
ﬁ Security
‘ Credential storage
|| B
| Storage type Step 3:
. Hardware-backed .
Step 2: " Deactivate (turn off)

“Unknown sources”.

|G
1 Select "Security”. Trusted credentic
|

Languages & input

‘ ) )
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Step 6: AppVault Server Settings

Tap on the AppVault icon.

Add cities

9:00

AUG ] WED 4

P
Play Store

Authenticator App Vault

Tap on “"AppVault”
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When opening AppVault for the first time, you will be asked to setup your “Server Settings”. Tap on the “Host / IP Address” and enter
your Command Center’s IP Address.

e @ Step 3: - ® \

Enter your Command Center’s
Host Name or IP Address.

< Server Setti

Command Center Host name / IP Address

Host Name / IP Address 12.34.56.78

Step 2:

Tap on "Host Name /
IP Address”.

Inventory Polling Interval (sec)

86,400

8

qv w:' ez r.'. ts yu u7 :

asdf gh j kI

Multi User Access

& z xcvbnmQd@
723 / ©
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Do not change any other settings (e.g. Port, Polling Intervals, Multi User Access) unless instructed by your Command Center
administrator. Once completed, tap “Save”. You are now ready to log into AppVault for the first time.

< Server Settings

Command Center

Host Name / IP Address
Note: 12.34.56.78

Do not change any other
settings unless instructed
by your Command Center 443
administrator.

Port

Command Polling Interval (sec)

300

Inventory Polling Interval (sec)

86,400

Multi User Access .

Step 5:

Tap “Save”.

24

Note:
You are now ready to log
into AppVault for the first
time.

U App Vault

Login English v

User Name

Password

Forgot Password ?

ver 1.0.0.4081



Tap on the "AppVault” icon, and then enter the “Username” and “Password” provided to you by your Command Center Administrator.

U AppV

Add cities

900

AUG 1 WED

Login English v

Chrome Play Store

C

uthenticator - -App Vault

User Name

Password

Step 1:
Tap on “AppVault".

Step 2:

Enter your username and
password, and tap “Next".

25



Select your preferred method of second factor authentication:
e OTP (One Time Password - email or sms)
e TOTP (Time One Time Password - Google Authenticator)

e Fingerprint

< Authenticate

Step 3:

Select your method of
© OTP authentication (see below).

Options

@ TOTP

@ Fingerprint

26



e One Time Password (OTP)

OPT provides you with the option to send a One Time Password to your email address or phone via SMS (note: SMS OTP only works

with US-based phone numbers). If selected, enter the OTP sent to your email or phone to enter AppVault.

< Authenticate

Options

@ OTP
@ TOTP

@ Fingerprint

Step 1:

Select “OTP” then tap “Next".

< Authenticate

Sending the One-Time Password
(OTP) Options

® Email

SMS (For US Phone Number Only)

Step 2:

Select "Email” or “SMS" then
tap “Next".

27

Step 3:

Enter the OTP code that
was sent to you by email or
sms, then tap “Login”.

Enter One-Ti

OTP code

Re-send OTP ?

1 2 4 5 6

qwesrtyur"

asdf gh j kI

& z xcvbnm
7123 / ©



When entering AppVault for the first time, you will be asked to “Activate Device Administrator”. Tap on the “ACTIVATE" button to
enter AppVault.

¥ 2 & 900

Activate device administrator?

U App Vault

u AppVault
Pl ictivate d

§=
)

ng this ad trato illow the af Apps
i the § ‘

Erase all data

Change the screen-unlock
password

Set password rules Note:

Step 4: You are now in AppVault.

Monitor screen-t - 5 the “ACTIVATE” button.
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¢ Time One Time Password (TOTP)

TOTP is Google Authenticator. If selected, you need to have Google Authenticator setup (see below) and enter the 6-digit

authentication code to enter AppVault.

< Authenticate

Options

@ oTP
@ TOTP

@ Fingerprint

Step 1:

Select "“TOTP” then tap “Next".

29

Step 2:

Enter the 6-digit code from
Google Authenticator, then
tap “Login”.

Enter Time One- assword (TOTP)

TOTP code

Send Secret Key

Note:

To setup Google
Authenticator for 1%
time use, see below.



To setup Google Authenticator for first-time use with AppVault, tap “Send Secret Key”. You will then be provided with the option to
send your Google Authenticator Secret Key to your email or phone via sms.

< Authenticate

< Authenticate

TOTP Secret token 0
Enter Time One-Time Password (TOTP) Send Options Demo @
To
TOTP code i !
Send Secret Key ®) Email To gain access to App.
ticated with our Time- ~ Step 3:
SMS (For US Phone Number Only) word (TOTP) security

Authenticator. Tosettl €€ the QR Code and

stall Google Authentic  Sacret Key sent to you
device and simply do ¢

by email or sms.

Step 1:

Select “Send Secret Key".

Step 2: %

Select “Email” or ”SMS”, then Enter the Secret Key as G7001234567890000

tap “Next". @ ©) i <A :
/7 N 7~ N /’ N
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Open Google Authenticator and “add” a new account. You can either 1) scan the barcode or 2) enter the key sent to you by email or
sms. Provide your account with a name (e.g. AppVault) and tap “Save”. You will now see a 6-digit code, which re-sets every 30
seconds. This randomly generated code (Time One Time Password) needs to be entered into AppVault at time of login.

Google Authenticator

Add cities

AUG 1 WED

200 :

Authenticator App Vault ‘

Step 1: Step 2:
Open “Google Select “+" to create
Authenticator”. a new account.

Step 3:

Select the option to
use QR Code or Key
provided.

r ﬂ Scan a barcode

G &8 Enter a provided key

31



Step 4:

If you selected "Key”, provide an
account name and paste your key
in the space provided.

AppVault

G7001234567890000

Timebased Vv m

Step 5:
Tap the "ADD" button.

Google Authenticator

390 534

AppVault

Note:

Your Google Authenticator
account is now created for
AppVault.

~N

32

Step 6:

Enter your Google
Authenticator code.
¢ Password (TOTP)

390 534

Send Secret Key

Step 7:

Tap "Login” to enter
AppVault.



When entering AppVault for the first time, you will be asked to “Activate Device Administrator”. Tap on the "ACTIVATE" button to
enter AppVault.

¥ 2 & 900

Activate device administrator?

U App Vault

u AppVault
Pl ictivate d

§=
)

1 this ad trato ) the af Apps
i tha §

Erase all data

Change the screen-unlock
password

Set password rules Note:

Step 8: You are now in AppVault.

Monitor screen-t - 15 the “"ACTIVATE” button.

33



Future use of TOTP will involve the following steps:

< Authenticate

Add cities

9:00

Enter Time One-Time Password (TOTP)

Send Secret Key

{C m
¥ o
4

‘Authenticator App Vault

Step 1:

Open Google Authenticator.

34

Google Authenticator

421 042

AppVault &

Step 2:
Memorize the code.

N



Step 3:
Enter the TOTP.
ime Password (TOTP)

421 042

Send Secret Key

Step 4:
Tap on the “Login” button.
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Apps

App .\,’/d u 1 1

Enrolled

Note:

You are now in AppVault.



¢ Fingerprint

The Fingerprint option is only available if your device has a fingerprint reader and you have fingerprint accounts setup. If selected,
simply apply your fingerprint to enter AppVault.

Tap on the “Fingerprint” option then tap “Next". Apply your pre-saved fingerprint to your device's fingerprint reader and you will
enter AppVault.

U App Vault

U App Vault

< Authenticate

Fingerprint Authentication

e
Options LY

Apps
@ oTP
@ TOTP

© Fingerprint

Note:

Place your finger on the sensor area to get started .
You are now in AppVault.

Step 1:
Select “Fingerprint” Step 2:
then tap “Next". Apply your fingerprint to your
phone’s fingerprint reader.

Enrolled
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Needing to remember another username and password is highly frustrating. AppVault provides you with the option to use a Personal
Identification Number (PIN), which is different to the PIN used to unlock your phone. When logged into AppVault, go to “Settings”

and select “PIN Settings”. Enter a preferred 4-digit PIN, answer the security question and “Save”.

U App Vault

Step 1:
Select "Settings”.

Enrolled

< Settings

Change Password

Change Email

Step 2:

Tap “PIN Settings”.

PIN Settings

Logout

Enrolled

37

Step 3:
Apply a new “PIN" for AppVault
(this can be different to your
device PIN) & answer the
security question.

Enter a PIN

Security Question: What city were you
born?

Step 4:
Tap “Save”.

/ \



When logged into AppVault, go to “Settings” and select “Logout”.

App Vault

Step 1:
Select "Settings”.

Enrolled

Settings

Change Password

Change Email

Change Phone Number

Step 2:
Tap “Logout”.

Enrolled
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U App Vault

Login English +

Forgot PIN 2

Note:

You will return to the
AppVault login screen.

ver 1.0.0.4081



Tap on the "AppVault” icon. Enter the "PIN" you previously saved in AppVault and tap “Next".

Add cities

9:00

AUG 1 WED

Chrome Play Store

enticator App Vault

Step 1:
Tap “"AppVault”.

39

U App

Login English

Step 2:

Enter your PIN
and tap “Next".

ver 1.0.0.4081

Note:

You can switch between
“PIN" or “Username &
Password"” by tapping on
this icon.



< Authenticate

Step 3:

Options Select your method of
authentication (see

® o Section 7).

@ TOTP

© Fingerprint

40
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Apps

App Vault

Enrolled

Note:

You are now in AppVault.



Tap on the “"AppVault” icon. Enter your Username and Password, then tap “Next".

U AppV

Add cities

Settings

Login English

Play Store

App Vault

Note:

You can switch between
“PIN" or “Username &
Password Password"” by tapping on
this icon.

User Name

Tap "AppVault”.

Step 2:

Enter your Username &
Password and tap “Next".
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< Authenticate

Step 3:

Options Select your method of
authentication (see

® o Section 7).

@ TOTP

© Fingerprint

42

V]

§=
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Apps

App Vault

Enrolled

Note:

You are now in AppVault.



When logged into AppVault, tap on the icon labeled “"App”.

V] App Vault

9

Apps

Enrolled
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You are then presented with a list of apps available in AppVault. Tap on your app of choice where you may need to enter a “Purchase
Code” or “Credit Card” information. Note — “Purchase Codes” are provided by your Command Center Administrators.

Step 2:
REl[Sle  Select your app.

VAN

< Select App

Secure Comms

EJ@ Secure Comms

Browser

ED|

An encrypted pho .
with auto destruciiiRaid dES

Notes features. Tap “Continue”

Doc Scan INSTALL Now Note: enter purchase code or

OTMIGRERS  payment details if needed.
Wallet INSTALL NOW

Email INSTALL NOW

File Manager

T K &[> & A ey

Enrolled
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Once you select your app and enter purchase code or payment information (if required), your app will be installed in AppVault.

W2 App Vault

//_‘\\

&@ \

/

;7,///
Secure Comms

Step 4:

Your installed app is
now in AppVault.

Enrolled
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To remove AppVault, tap and hold down on the AppVault icon. Drag it to the “Uninstall” option. When installed, AppVault was
associated with device administration, which needs to be removed. Follow the steps needed to deactivate the device administration
associated with AppVault.

¥ N 900 ¥ H 900

B Uninstall V] App Vault Device administrator

the app App Vault to perform the
following operations:

Can't uninstall because this package is
an active device administrator.
Erase all data

Change the screen lock

Step 1: Set password rules
Tap and hold down on the )

AppVault icon until the Moniis

“Uninstall option appears. Loc| Step 3:

Scroll down and tap

UGk Gl e Al (o Step 2: 2:;” “Deactivate this device
over the “"Uninstall” option. ‘ . . "
Tap “Manage Device administrator”.
Administrators”. Set Steseg — i

Deactivate this device administrator

MANAGE DEVICE ADMINISTRATORS OK Cancel

N “ N

46



Again, tap and hold down on the AppVault icon, and drag it to the “Uninstall” option. Confirming your decision to uninstall AppVault
will remove AppVault from your device.

¥ ' 1 900

B Uninstall

Add cities

9:00

AUG 1 WED

Step 4:

Tap and hold down on the
AppVault icon until the
“Uninstall option appears.

W4 App Vault

Do you want to uninstall this app?

Note:

You will receive
confirmation AppVault
is uninstalled.

CANCEL OK \

Drag the AppVault icon over
the “Uninstall” option again.

Step 5: 1

Uninstall finished.

Tap “OK" to confirm your
decision to uninstall AppVault.
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¢ Create an Account (First Time Use)

Open the SecureComms app in AppVault and then tap on “Sign Up”.

Secure Comms

Step 1:

Tap “SecureComms”.

Step 2:
Tap “Sign Up”“.

SIGN UP

Enrolled
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Enter a SecureComms “Username” and “Password” of your choice, then tap the “Sign Up” button.
You then have the option to apply a “Name” other SecureComms’ users will see when they add you as a contact - (recommend

adding this information). Including your mobile phone number and email address are optional. Once completed, tap on the “Confirm”
button. You are now ready to log into SecureCommes.

Step 4:

Enter optional information
("Name” is recommended).
Then tap on “"Confirm”.

SIGN UP

Note:

You are now ready to
log into SecureComms.

Step 3:

Enter a “Username” and Password of
your choice for SecureComms. Then
tap “Sign Up".

Note: DO NOT forget the password.

&
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¢ Log into SecureComms

Open the SecureComms app in AppVault. Enter your “"Username” and “Password” for SecureComms and tap Login.

4 SRR . \ 14 e ey . \ / — . \
Secure Comms
\" Online
=] o
Secure Comms Demo
0000O0OGOOS
Step 1: ‘ Note:

Tap on “SecureComms”. You are now in
| SecureComms.

—

Step 2:

Enter your SecureComms
“"Username” and “Password”,
then tap “Login”.

&
< o o |

~N — ‘ 7

¥

Enrolled
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¢ Create Contacts

Tap the "Contacts” icon. Then tap the “+" icon. You then have two options to add a new contact:
1) Search for SecureComms User Name; or

2) Scan a Quick Response (QR) code.

= Secure Comms = Secure Comms

Online

=] (O]

Online

a (O]

Step 1:

Tap “Contact” icon.

|
‘ Step 2:
|
‘ Tap “+" button.
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Step 3a:

Enter contact’s SecureComms’
Username and tap “Continue”.

Enter Username

CONTINUE

Or
SCAN QR-CODE

N

—

Focus on QR-code Image

Step 3b:

Tap “Scan QR-Code”, allow
SecureComms to access your
device's camera, and scan your

- contacts SecureComms QR
Code.

\ — —

—

My Profile

Settings

Support

Note:

QR codes are located
in SecureComms
"Settings”.

About SecureComms

Exit

~



Step 4:

After successfully searching for you
contact or scanning their QR-Code,
enter a name that enables you to easily
identify them in SecureComms, then tap
“Add Contact”.

Name Jim Shoes rd

Key Fingerprint
1234567890abc1234567890def12345

ADD CONTACT

53

Note:

Your new contact is now
added to SecureComms

! Jim Shoes
Android
i
Echo
#1




¢ Send & Receive Messages

Tap on the “Contacts” icon. Then tap on your chosen recipient and tap “Send Message”.

Step 1:
Tap the “Contacts” icon.

Online

SECURECOMMS

D

Jim Shoes
Android

Echo

#1

m

o
1 N

\ = y
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SecureComms
Online

©

SECURECOMMS

Jim Shoes
Android

CALL SEND MESSAGE

Step 2:

Tap on your desired recipient
and tap “Send Message”.

oy

)




Once selected, type your message and tap the “Send” icon. You will receive historical confirmation of the sent and received messages
with your contact.

< (1 Jim Shoes < (1 Jim Shoes

‘ Note:
‘ You will receive confirmation
\ of the message sent in your
historical records with this
contact.
Step 3:

Type your message
and tap the “Send”

‘ 1
[ ® @ Held > ‘ ® @ Typehere 9
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Alternatively, tap the "Messages” icon. Then tap the “+" (add new) message icon. Select your recipient(s).

Step 3:
—— ® \ /[ N Select your recipient(s),
Step 1: then tap the ” ¥ " icon.

Tap the "Messages”
icon.

\ ¢ Choose contact

\ Jim Shoes
Android

NO CHAT HISTORY

Step 2:

|

|

Tap the “+" icon |

0 |
;

\ \

\ \

[ |
|
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Once selected, type your message and tap the “Send” icon.

Jim Shoes : Jim Shoes

| Note:

You will receive confirmation
of the message sent in your

| historical records with this
contact.

Step 4:

Type your message
and tap the “Send”

-

i ol \

1 ‘ \ ‘
|| ® @ Held > | | ® @ Typehere 9

‘ \

g < o o | | < o o
| N | N
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Some helpful tips:

Self-Destruct Message:

You can set sent messages to
self-destruct at both ends. Tap
the “Self-Destruct” icon, select
the time and tap "OK".

Self-destruct after:

1 Second

COPY

FORWARD

DELETE FOR MYSELF

DELETE FOR EVERYONE

Delete Sent Message:

You can delete sent messages
from both ends. Tap and hold
down on the previously sent
message. Then select to delete
for you or everyone.

58
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Clear Message History:

You can clear the massage
history of a user on your phone.
Select the “More” icon then tap
“Clear History".

Search
Call
Chat Details

Clear History

Hello o900

Type here $




Jim Shoes . < Jim Shoes . < Jim Shoes

Send More Than Text:

T B @ Typehere 4
You can send images, videos,

location, emoji etc. When ‘ ( A/ e & A
typing a message, tap on the ‘ r Y Y Y Y Y
“paperclip” or emoji icons and ‘ g O V¥V © v =
make your selection. @ % u ™ @ = PP

v & © o @
W=y CAMERA SELFIE GALLERY VIDEO P = > :: .‘Z.;‘
|| ® @ Typehere $ v 1 = @ 2600 @ @
‘ LOCATION CONTACT ___ DOCUMENT | | @ = = ~ - - -

|
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¢ Send & Receive Phone Calls

Tap on the “Contacts” icon. Then tap on your chosen recipient and tap “Call”.

/ /4 o @
Step 1:
Tap the “Contacts” icon.
SecureComms
Online Online
=] (O)
SECURECOMMS SECURECOMMS
D | D
Jim Shoes | 1 Jim Shoes
Android ‘ ‘ Android
|
[ E CALL SEND MESSAGE

@ Echo E
# -

Step 2:

Tap on your desired recipient
and tap “Call".

1 ~ -

\ - —
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When using SecureComms for the first time, you will need to “Allow” SecureComms to have access to your phone’s audio

\ Jim Shoes
00:10

Note:

An active call will then be
in progress.

0, Allow SecureComms
to record audio? |

DENY ALLOW

Step 3:

Tap “Allow” to access your
phone’s audio features.
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¢ SecureComms Menu Options (Settings)

SecureComms has a variety of setting, which can be changed, and support information (HowTo Guides) to provide you with the best
possible experience. To access, tap SecureComms “Menu” icon and make your selection:

Secure Comms

< Android < Settings

\
\
Q |
|

Online

Security

: My Profile.
Step 1 y Sound & Notifications
Tap on SecureComms
“Menu” icon. | | Chat Appearance
) 2 i | | S .
Media Management ettings.
| |
} ‘ Blocked contacts il
|
Status Online (222E)
My Backups
|
Name Demo /7
Theme
‘ Phone None v
|
; Email None 4 |
i ‘
| o) | C | )

62



A 4

Support

; < About SecureComms |
Online

Support (FAQs).

Lmaal

SECURECOMMS
| . SECURECOMMS

Frequently Asked Questions ‘

© 2018 Secure Communications AG

|
G EN ERAL ‘ Client Version 1.0.0.4081
|

Core Version 4.7.0
What are some of the features
SecureComms offers? A4 Server Version 4.3.24

What platforms does SecureComms = LICENSES
i
|

operate on?
What native languages does
SecureComms support? D
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¢ Log Out of SecureComms (return to AppVault)

Tap on “Settings”. Then tap on “Exit” to return back to AppVault.

Secure Comms

Online

Step 1:

Tap on SecureComms

“"Menu” icon.

© My Profile
£ Settings
? Support
@ About SecureComms
E] Exit
Step 2:
Tap "Exit".
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WU App Vault

Secure Comms

Note:

You will return
to AppVault.

Enrolled
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